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⦿ The information in these slides and this 
presentation is not legal advice and should not 
be considered legal advice.

⦿ This presentation represents the personal 
opinions of (at least one of) the presenters.

⦿ This presentation is offered for informational 
and educational purposes only.

Disclaimer
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Topics

Defining Ephemeral Messaging and Virtual 
Meeting Platforms

Benefits and risks associated with ephemeral 
messaging and VMPs

Case law and regulatory guidance

Information Governance strategies
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Definitions

EPHEMERAL MESSAGING

There are two key characteristics about 

ephemeral messaging that distinguish this 

technology from other electronic 

communication media:

1. Automated disposition of message 

content on the sender’s application 

and that of the recipient; and

2. End-to-end encryption functionality.

VIRTUAL MEETING PLATFORMS

Virtual meeting platforms are applications 

and other digital platforms that let you 

bring people together over the internet. 

Usually, these apps include a form of video 

conferencing, as well as tools like chat, 

reactions and screen sharing. Examples 

include Zoom, Webex, Google Meet, 

Lifesize and Jami.

https://teambuilding.com/blog/virtual-meeting-software#The Sedona Conference, Commentary on Ephemeral Messaging 
(Jan. 2021 – Public Comment Version)
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Messaging – in General
“Messaging” can be broadly defined as computer 
network-mediated communication to individuals or 
small groups

⦿ Short Message Service (“SMS”) is facilitated by 

service providers (e.g. Verizon or AT&T) 

through a clearinghouse (e.g. Syniverse)

⦿ Over-the-top (“OTT”) messaging applications 

facilitate direct device-to-device 

communications

⦿ Some applications are bundled into specific 

operating systems, e.g. iMessage on iOS

WhatsApp

Facebook Messenger

Apple iMessage
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Ephemeral Messaging
Different applications have different 
functionalities:

⦿ Erasure of data from all affected 
devices, as noted 

⦿ Erasure of metadata

⦿ Encryption of data

⦿ Prevention of backup

⦿ Prevention of forwarding or 
screenshots (easily defeated…)

Telegram

Snapchat
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Virtual Meeting Platforms
⦿ Primary usage is synchronous, live 

communications

⦿ Allows for synchronous screen sharing

⦿ Often include option to record 

audio/video

⦿ Live chat channel may be 

automatically recorded and saved, 

separate from A/V
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Benefits & Risks
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Double-Edged Sword of Ephemerality
Automated Destruction: Ephemeral messaging provides a communication medium

without retaining a record of the communication. Users consider it the electronic equivalent

of a phone call or a water cooler discussion.

Confidentiality: Ephemeral messaging provides users with “a secure medium to discuss

confidential topics while reducing the potential that content may be intercepted or replicated

by cyber criminals or government regulators.”*

Thwarting Law Enforcement: Ephemeral messaging provides users with military-grade, 

confidential voice and text communication channels, allowing nefarious actors to plan and 

execute crimes while reducing the risk of interception or recording by law enforcement.
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Benefits of a Well-Governed Program that 
Addresses Ephemeral Communications

⦿ Safeguard confidential communications and sensitive content

⦿ Facilitate communication without retaining a record of every digital 
exchange

⦿ Customize and enforce retention periods

⦿ Prevent unauthorized message destruction 

⦿ Facilitate compliance with data minimization requirements

⦿ Protect against data security risks
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Lawful, Practical Applications
⦿ Data minimization and encryption under General Data Protection Regulation (GDPR)

● Article 5.1(c) requires minimization of data maintained on consumers and employees

● Article 25.1 mandates upgrades to technologies that facilitate data minimization to 
reduce the extent of access of personal data to third parties

⦿ New York State cybersecurity regulations require security in financial transactions

● New York Dept. of Financial Services, Cybersecurity Regulations, 23 NYCRR 500 
(2016)

⦿ California Consumer Privacy Act (CCPA) provides penalties for the sale, transfer, or 
unauthorized disclosure of consumer data, including communications

● California Civil Code §1798.100 et seq. (signed into law June 28, 2018)
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Risks of a Poorly-Governed Ephemeral Program

⦿ The appearance of impropriety

⦿ Scrutiny from government regulators

⦿ The potential failure to satisfy common law preservation obligations

⦿ Possible tension with an organization’s overall information governance strategy

⦿ Creation of “Shadow IT”

⦿ Technological limitations and security issues, e.g., exfiltration of trade secrets and 
confidential information
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Starting Rules
-----

Business Records 
and Possession, 

Custody, or Control
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Business Records
⦿ A “record” is reliable documentary evidence of a business process related to an 

organization’s business purpose.

⦿ This definition is much narrower than that of “document” for purposes of litigation.

⦿ “Document” may be broader than “record” and subject to preservation and production. 
See, e.g., Benefield v. MStreet Entertainment, LLC, No. 3:13-cv-1000 (M.D. Tenn. Feb. 1, 
2016) (addressing duty to preserve text messages of key management and employees of 
defendant).

⦿ Management of “non-records” can be complicated given an organization’s fear of 
collection and possible spoliation of all types of electronic information, whether or not 
“stored”.
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Scope of Discovery in Civil Litigation

”Unless otherwise limited by court order, the scope of discovery is as 

follows: Parties may obtain discovery regarding any nonprivileged matter 

that is relevant to any party's claim or defense and proportional to the 

needs of the case, considering the importance of the issues at stake in the 

action, the amount in controversy, the parties’ relative access to relevant 

information, the parties’ resources, the importance of the discovery in 

resolving the issues, and whether the burden or expense of the proposed 

discovery outweighs its likely benefit. Information within this scope of 

discovery need not be admissible in evidence to be discoverable.”

-- Fed. R. Civ. P. 26(b)(1)
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Possession, Custody, or Control

“A party may serve on any other party a request within the scope 

of Rule 26(b) to produce and permit the requesting party or its 

representative to inspect, copy, test, or sample the following items in the 

responding party's possession, custody, or control:

(A) any designated documents or electronically stored information—

including writings, drawings, graphs, charts, photographs, sound recordings, 

images, and other data or data compilations—stored in any medium from 

which information can be obtained either directly or, if necessary, after 

translation by the responding party into a reasonably usable form.”

-- Fed. R. Civ. P. 34(a)(1)(A) (emphasis added)
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How Courts and 
Regulators are 

Addressing 
Ephemeral 

Communications
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Discovery of Ephemeral Communications*

Regardless of their purported “disappearing” nature, or intentionally short retention 
period, here are the legal questions a court is going to consider:

⦿ Is there recorded content (ESI)? 

⦿ Is that ESI relevant to a party’s claim or defense?

⦿ Is the ESI nonprivileged?

⦿ Is the discovery of that ESI proportional to the needs of the case?

⦿ Does the responding party have possession, custody, or control of the ESI?

● Or is the ESI in the possession, custody or control of a non-party 
(in which case a subpoena will be needed to get it)?
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Are 
Disappearing 
Messages 
“Stored”?

When disappearing messages is turned on, new 
messages sent to a chat will disappear after 7 days, 
helping the conversation feel lighter and more private. In 
a one-to-one chat, either person can turn disappearing 
messages on or off. In groups, admins will have the 
control.

We’re starting with 7 days because we think it offers 
peace of mind that conversations aren’t permanent, 
while remaining practical so you don’t forget what 
you were chatting about.

Introducing disappearing messages on WhatsApp (WhatsApp Blog: Nov. 5, 
2020), https://blog.whatsapp.com/introducing-disappearing-messages-on-
whatsapp
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Courts’ Evolving Views of Short Retention
Arthur Andersen LLP v. United States, 544 U.S. 696 (2005)

Destruction of business records pursuant to a legitimate records retention 

program is not unlawful, absent duty to preserve.

Broccoli v. Echostar Commc’ns Corp., 229 F.R.D. 506 (D. Md. 2005)

14-day retention for email characterized by the court as a “risky but arguably 

defensible business practice.”

Ronnie Van Zant, Inc. v. Pyle, 270 F. Supp. 3d 656 (S.D.N.Y.  Aug. 28, 2017)

Film production company sanctioned for failing to preserve independent 

contractor’s text messages in litigation.
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Courts’ Early Views of Ephemeral Data
Convolve, Inc. v. Compaq Computer Corp., 223 F.R.D. 162 (S.D.N.Y. 2004)

The Oscilloscope: The wave forms created in an oscilloscope is ephemeral in nature, 

existing “only until the tuning engineer makes the next adjustment, and then the 

documents changes. No business purpose ever dictated that they be retained, even 

briefly.” Sanctions not warranted absent a preservation order.  

Columbia Pictures, Inc. v. Bunnell, 245 F.R.D. 443 (C.D. Ca. 2007) 

Random Access Memory (RAM): While data may only reside in RAM for up to six hours, 

it is electronic information that is stored. It is thus within the definition of ESI and subject 

to discovery under Rule 34(a) if it otherwise falls within the scope as provided in Rule 

26(b)(1). 
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Courts’ Current Views on Ephemeral Messaging

Waymo LLC v. Uber Tech., Inc. 

No. C 17-00939, 2018 WL 646701 (N.D. Cal. Jan. 30, 2018) 

In a high-profile trade secret theft action, the plaintiff was permitted to 

present evidence to the jury regarding the defendant’s use of “ephemeral 

messaging” applications to avoid creating a record.

The defendant was in turn allowed to present evidence of its legitimate 

use of ephemeral messaging “including by pointing out [the plaintiff’s] 

own use of ephemeral communications.”
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Courts’ Current Views on Ephemeral Messaging

Herzig v.  Arkansas Foundation for Medical Care, Inc.

No. 2:18-CV-02101, 2019 WL 2870106 (W.D.  Ark. July 3, 2019)

Age discrimination case with two plaintiffs, Herzig and Martin, who installed and began 
using the Signal ephemeral messaging application for communicating with each other 
after the duty to preserve attached.

“Signal allows users to send and receive encrypted text messages accessible only to 
sender and recipient, and to change settings to automatically delete these messages 
after a short period of time.”

Court granted defendant’s motion for summary judgment, writing: “[T]he Court believes 
that [plaintiffs’] decision to withhold and destroy those likely-responsive communications 
was intentional and done in bad faith.”
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U.S. Dept. of Justice 
Foreign Corrupt 
Practices Act (FCPA) 
Guidance

Required items to receive full credit for timely and 

appropriate remediation include:

“Appropriate retention of business records, and 

prohibiting the improper destruction or deletion of 

business records, including implementing 

appropriate guidance and controls on the use of 

personal communications and ephemeral 

messaging platforms that undermine the company’s 

ability to appropriately retain business records or 

communications or otherwise comply with the 

company’s document retention policies or legal 

obligations.”

U.S. Dept. of Justice, 9-47.120 - FCPA Corporate Enforcement Policy (March 2019), 
https://www.justice.gov/criminal-fraud/file/838416/download
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U.S. Dept. of Justice 
Antitrust Division 
Guidance

“A well-designed corporate compliance program is

‘designed to detect the particular types of misconduct

most likely to occur in a particular corporation’s line of

business.’ Thus, an effective antitrust compliance

program should be appropriately tailored to account for

antitrust risk. ***

“ … For example, as employees utilize new

methods of electronic communication, what is

the company doing to evaluate and manage the

antitrust risk associated with these new forms

of communication?”

U.S. Dept. of Justice, Evaluation of Corporate Compliance Programs in Criminal Antitrust 
Investigations (July 2019), at p.7 (emphasis added).
https://www.justice.gov/atr/page/file/1182001/download
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Regulators’ Views on Ephemeral Messaging

SEC — The SEC’s National Office of Compliance
Inspections and Examinations recently informed
advisers they should prohibit “business use of apps
and other technologies that can be readily misused
by allowing an employee to send messages or
otherwise communicate anonymously, allowing for
automatic destruction of messages, or prohibiting
third-party viewing or back-up.”

OCIE Risk Alert, Observations from Investment Adviser 
Examinations Relating to Electronic Messaging (Dec. 14, 2018) 
(emphasis added).

FINRA — “As with social media, every firm that
intends to communicate, or permit its associated
persons to communicate, with regard to its business
through a text messaging app or chat service must
first ensure that it can retain records of those
communications as required by SEA Rules 17a-3 and
17a-4 and FINRA Rule 4511.”

FINRA Regulatory Notice 17-18, Social Media and Digital 
Communications: Guidance on Social Networking Websites and 
Business Communications (Apr. 2017) (emphasis added).
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Establishing 
Governance
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Know what you are dealing with…

Officially-supported 

applications that can be 

centrally managed

Officially-supported 

applications managed 

by third parties

Unofficial applications 

utilized over official 

channels

Unofficial applications 

utilized over unofficial 

channels
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Rules for 
Ephemeral 
Messaging 
Governance

Actively manage ephemeral messaging applications
and employee usage as part of a corporate
information governance program.

Hoping the use of ephemeral communications will
end soon is not an effective governance strategy.

Adopt a fair and balanced approach to defining
retention and preservation duties for ephemeral
messages and elements of video messaging
platforms, respecting domestic and cross-border
obligations.

Account for the potential of criminal risk exposure
for the enterprise and senior management.

1

2

3

4
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Q & A



METRO                CHAPTER MARCH 2-3, 2021

Speaker
Contact

Hon. Ronald J. Hedges (Ret.)

Senior Counsel, 

Former Magistrate Judge

Iron Mountain

david.smythe@ironmountain.com

862-621-4816 – office

973-668-9698 – mobile

Dentons

ronald.hedges@dentons.com

212.768.5387 – office

David Smythe, IGP, MBA

Principal Consultant

Information Governance


