
INFORMATION MANAGEMENT PROFESSIONALS 

METRO                CHAPTER 

MARCH 10, 2020 

The Conference on Information 

and Records Management 

Records, Governance 
and the Courts 

John C. Montaña J.D., FIIM, FAI 

Montaña & Associates 



METRO                CHAPTER MARCH 10, 2020 

Learning Objectives 

⦿Understanding Information Governance in court 

⦿Learning why the case occurred 

⦿Learning how to avoid the same pitfalls 

● What the courts approved of 

● What they did not approve of 

● What the nature and scope of sanctions was 
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⦿Past cases guide courts in current cases 

⦿Courts are reluctant to depart from prior precedent 

⦿Courts with a case of first impression often use cases 
from other jurisdictions 

● New York cases are often cited in other states 

● New York courts will cite cases from other states 

 Case Law and Precedent 
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To establish "injury in fact" for purposes of injunctive 
relief, a plaintiff must show that he "faces a threat of 
ongoing or future harm." Park v. U.S. Forest Serv., 205 
F.3d 1034, 1037 (8th Cir. 2000). "[I]t is the plaintiff's 
burden to establish standing by demonstrating that, if 
unchecked by the litigation, the defendant's allegedly 
wrongful behavior will likely occur or continue, and that 
the threatened injury is certainly impending." Friends of 
the Earth, Inc. v. Laidlaw Envtl. Servs., Inc., 528 U.S. 
167, 190, 120 S. Ct. 693, 145 L. Ed. 2d 610 (2000). 

Here’s What It Looks Like . . . 
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⦿ Issues change over time 

● Hot-button issues become settled law 

● Technology changes 

● Judges become smarter 

● The law changes 

⦿Therefore what makes it to court changes 

Historical Perspective 
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⦿ What’s not in court  . . . 

● No retention schedules as vehicles of spoliation 

● No questions on the validity of electronic records 

⦿ What is in court . . . 

● Ownership of social media 

● Custody and control of data 

● Data breaches 

● And, an old chestnut . . . 

o Retention schedules 

o But with some new twists 

These Days  . . . 
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⦿Marketing guy had a twitter account with 17,000 
followers 

⦿Account set up informally in his own name, but used to 
market the business 

⦿Changed jobs – and used account for his new job 

⦿Allegation – the twitter account was the property of the 
business – and his continued use was improper 

⦿Outcome – we don’t know – it appears to have settled 

Ownership of Social Media 
PhoneDog v. Kravitz, 2011 U.S. Dist. LEXIS 129229 (N.D. Cal. 2011)  
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⦿A remarkable phenomenon 

⦿ Incredibly powerful marketing tool 

⦿A lucrative space to be in and own 

⦿ Increasingly valuable as a tool and as IP 

⦿So, who owns it? 

Social Media 
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⦿ Facebook page about a gun store and range 

⦿ Page opened by owner personally, but: 

● Page category was business 

● Linked to business web site 

● Most posts were business 

⦿ Business went into receivership – former owner claimed 
ownership of the page 

⦿Outcome – the business owns the page 

Ownership of Social Media 
In re CTLI, LLC, 528 B.R. 359, Case No. 14-33564 Chapter 11 (S.D. Texas 2015)  
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⦿ It’s often used informally 

● Individuals open accounts 

● Individuals co-mingle personal and business use 

● Businesses have no guidelines or do not enforce them 

● It may become a valuable property 

● Provider contracts may be meaningless 

⦿Lesson:  Be clear – who owns what, who gets what 

Ownership of Social Media 
What’s the lesson? 
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⦿Who’s got control of information in social media 
accounts, texting applications and similar places? 

● Certainly, the owner of the account 

● The provider (e.g., Facebook) – maybe not – privacy! 

● But what about others? 

Custody and Control of Data 
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⦿ E.E.O.C. class action suit on discrimination allegations 

⦿ Employer sought production of social media accounts of individual employees 

⦿ E.E.O.C. resisted – connection too attenuated 

● Pages of class members, not named plaintiffs 

● Accounts not in control of E.E.O.C. 

● Accounts are in cyberspace 

⦿ Outcome  production required – accounts in cyberspace likened to a folder of 
information 

Custody and Control of Data 
E.E.O.C. v. Original Honeybaked Ham Co. of Georgia, Inc., 2012 WL 5430974 (D. Colo. Nov. 7, 2012) 
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“If there are documents in this folder that contain 
information that is relevant or may lead to the discovery 
of admissible evidence relating to this lawsuit, the 
presumption is that it should be produced. The fact that it 
exists in cyberspace on an electronic device is a logistical 
and, perhaps, financial problem, but not a circumstance 
that removes the information from accessibility by a party 
opponent in litigation.” 

Custody and Control of Data 
E.E.O.C. v. Original Honeybaked Ham Co. of Georgia, Inc., 2012 WL 5430974 (D. Colo. Nov. 7, 2012) 
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⦿ IP infringement lawsuit 

⦿ Spoliation claim 

● Text messages on phone of sub-contractor not produced 

● Contractor was not a party to the suit, not an employee of the defendant 

⦿ Outcome – spoliation and sanctions 

● Control is a practical matter, not purely legal 

● There was a contractual relationship between the defendant and the sub 

● By virtue of that relationship, the defendant could exercise control of the text 
messages 

Custody and Control of Data 
Ronnie Van Zant, Inc. v. Pyle, 270 F. Supp. 3d 656 (2017) 
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⦿ IP infringement case 

⦿ Discovery involving server logs 

● Logs were in the custody and control of third party – on their servers 

● Defendant’s system did not have logging function turned on, but . . . 

o Same information held temporarily in RAM of the defendant’s servers 

o Defendant argued that forcing it to turn on its own logging function would require creating new records, - not 
required by discovery rules 

⦿ Outcome: 

● Court concluded that data in RAM became “fixed” in a tangible medium, and was thus 
discoverable per Rule 34 

● Ordered defendant to turn on logging functions 

 

Custody and Control of Data 
Columbia Pictures Indus. v. Bunnell, 2007 U.S. Dist. LEXIS 46364, 2007 WL 2080419 
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⦿A fact of life, these days 

⦿The breach may occur downstream from the 
consumers whose data is compromised 

● Vendors, biz partners, etc. 

● The consumers may not have a direct relationship with the 
party that got breached 

● The contracts involved – between business and vendor – 
typically do not involve the consumer 

Data Breaches 
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⦿ Law very unsettled 

● Often no right of action by the consumer 

● Often no property rights for consumer in their own data 

● Often no viable claim for damages 

o Speculative future damages don’t count 

● Class action suits in consumer cases often prohibited 

⦿Result:  No real remedies for consumers in data breach 
cases 

Where We’ve Been . . . 
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⦿ 3rd party service provider for mortgage broker suffered a data 
breach – can the consumers sue the 3rd party? 

● No contract with the vendor 

● No disclosures or consents between consumers and vendors 

● Laws from two states applicable 

● No right of action in state data breach laws 

● Two lines of case decisions applicable – that conflicted with each other 

⦿ Outcome:  The court allowed the suit to go forward – but, it could 
just as easily done the opposite 

Data Breaches 
Leibovic v. United Shore Mortg., 2016 U.S. Dist. LEXIS 149584  
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⦿Massive data breach 

⦿Class-action suit filed 

⦿Result: 

● Class actions allowed in only some states 

● Claims for failure to notify after the breach only allowed in 
some states 

Data Breaches 
In re Target Corp. Customer Data Sec. Breach Litig., 66 F. Supp. 3d 1154 (D. Minn, 2014)  
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⦿Changes to statutory law 

● Obligation to notify consumers is more common 

● Consumer right of action is now common – e.g., CCPA 

● Data loss is no recognized as a damage in and of itself 

What’s Changing 
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⦿Clear liability for data breaches 

⦿Clear requirements for prompt breach notification 

⦿Consumer right of action in the event of a breach 

⦿Massive penalties for data breaches 

● British Airways - $230 million 

● Marriott - $100 million 

What’s Different in the European Union? 
GDPR 
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⦿ In the old days . . . 

● Many successful attacks on retention schedules – spoliation 

● Judges very naïve about records disposition 

● Judges unfamiliar with business processes and realities 

● Judges wary of retention schedules 

 

 

Retention Schedules and Discovery 
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⦿ Rambus instituted a records retention policy and implemented it 
with a series of destruction events 

⦿ The institution and implementation commenced roughly about 
the time that Rambus was considering instituting a series of 
lawsuits for patent infringement 

⦿ The records retention policy and the litigation strategy were 
discussed at the same meetings 

⦿ The policy–makers at these meetings used some unfortunate 
terminology to describe the policy and strategy: 

⦿ The retention policy was referred to as getting “Battle ready” 

Micron v. Rambus, 645 F.3d 1311 (Fed. Cir. 2011) 
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⦿ The litigation strategy was referred to in the “nuclear 
winter” memo 

⦿ An assortment of PowerPoint presentations, memos, etc. 
using these and similar terms were created and distributed 

⦿ The retention policy and litigation strategy were both 
created in consultation with in–house and outside counsel 

⦿Opposing counsel in this and a number of other lawsuits 
have seized upon these facts to claim spoliation in patent 
litigation and a declaration of invalidity of the patents in 
question 

Micron v. Rambus, 645 F.3d 1311 (Fed. Cir. 2011)  
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⦿Smarter judges and regulators 

⦿Privacy laws 

⦿Data breaches 

What’s Changed? 
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⦿Plaintiff asserted retention schedule as the basis for 
not producing call recordings 

⦿Problem was, legal hold did not encompass call 
recordings 

⦿Outcome:  sanctions – but not for retention schedule 

● Retention schedule was accepted as a routine business 
process 

Retention Schedules and Discovery 
Sec. Alarm Fin. Enters., L.P. v. Alarm Prot. Tech., LLC, 2016 U.S. Dist. LEXIS 168311 (D. 
Alaska 2016) 
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⦿Retention schedule asserted as defense to production 
of documents 

⦿Legal hold did not encompass relevant documents 

● City asserted that because of pattern litigation, the result 
would be a perpetual hold 

⦿Result:  sanctions, but not for retention schedule 

● Again, it was the inadequacy of the hold order 

Retention Schedules and Discovery 
Stinson v. City of New York, 2016 U.S. Dist. LEXIS 868, 2016 WL 54684 
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⦿Bottom line 

● Retention schedules are routinely accepted 

● Routine destruction of records and data is routinely 
accepted, but . . . 

o Discovery principles still apply 

o Legal hold requirements still apply 

o And, the data to which they apply is hugely expanded 

Retention Schedules and Discovery 
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⦿Romania - BNP Paribas Personal Finance SA fined 
€2,000 

⦿Germany - Deutsche Wohnen SE fined €14.5 million 

⦿Denmark - IDDesign A/S fined DKK1.5 million 

Retention Schedules and Destruction – the Future 
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⦿Failing to delete data 

● Not complying with a retention schedule 

● Not complying with a consumer request 

⦿Both are privacy violations in the E.U. 

⦿Both are sanctionable, regardless of any harm to the 
consumer 

What Was the Infraction? 
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⦿Saner, more reasonable rules . . . 

⦿Smarter judges . . . but 

● Vastly more and new kinds of data 

● New rules – privacy, data security 

⦿Bottom line – the cases will never stop, but the issues 
will change 

So, Where Are We? 
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John C. Montaña J.D., FIIM, FAI 

Montaña & Associates 

www.montana-associates.com 

484-653-8422 

Questions? 


