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Introduction
• Leigh Isaacs, IGP, CIP is Director, Information Governance and 

Records Management at Proskauer Rose LLP.  Leigh’s 30+ year 
career in law firms includes expertise includes strategic 
development and implementation of enterprise records and 
information governance programs, process improvements, 
matter lifecycle management, risk mitigation, vendor 
management, evaluation, design and implementation of 
technology solutions.  She enjoys building teams and 
programs to meet the ever changing needs of law firms and 
their clients.  

• An active member of the International Legal Technology 
Association (ILTA), Leigh has served as Vice President of the 
Program Planning Counsel and other volunteer roles.  She is 
also a founding Steering Committee Member for the Law 
Firm Information Governance Symposium, serves on the 
Advisory board for the Information Governance Initiative and 
has served in various leadership roles for ARMA.  She is the 
creator of an information governance course and is a 
published author, speaker and instructor in issues relating to 
information governance.



What Will We Learn?
Understanding and meeting your organization’s compliance needs is 
often a complex undertaking. It is a myth that “plug-and-play,” out 
of the box solutions are the answer. As with most things, the most 
effective information governance plan requires a strategic 
approach, and technology alone is not the answer.

• How to ask the right questions and bring together the right people to effect 
necessary change;

• How to identify and leverage existing technology to satisfy compliance 
mandates;

• Strategies to get buy-in and approval to implement solutions and initiatives;
• Bringing it all together with the right mix of people and process; and 

• Technology.
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How many of you are…

• Influencers of technology decisions, purchasing and 
implementation?

• Decision makers of technology purchasing and implementation?
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Changing Times
• As new cyber threats emerge, regulators continue to create new 

rules that companies must follow to ensure their processes and 
data remain secure. Remaining compliant can feel like a 
challenge for many businesses, especially as the requirements 
continue to become more complex.

• In today’s increasingly digital world, technology is playing a 
larger role in compliance more than ever before, leading it to 
become a fundamental part of cybersecurity.

• Per Accenture survey – 9% drop in headcount.  No longer 
relying on additional headcount to increase effectiveness.
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Value of Compliance

• Improving overall operations
• Facilitating integration of compliance programs through knowledge sharing, 

leveraging common systems and controls and coordination between teams
• Can contribute greatly to the strategic governance of entire organization

• Saving your company money
• Potential fines and sanctions; protection from prosecutions and reputational 

damage
• Minimizing what is retained
• Loss of productivity/output

• Making your organization more competitive
• Integrated programs that have visibility across the organization operate with 

better efficiency, consistency and simplicity 
• Gives confidence in the company
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Getting Started

• It’s not all about technology

• What do you need to think about?

• What skills do you need?

• Know
• Your company

• Your people

• Priorities, Goals and Objectives
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“Helping employees help themselves in spite of 
“themselves’

also known as

“If you build it [correctly], they will come.”
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Basics - Know Your Organization
• Administrative Management (e.g., HR, Finance, Marketing, 

etc.)
• Business Intelligence
• Information Security and privacy
• Ethical/Legal Compliance
• Firm Intellectual Property
• IT System Administration/Infrastructure
• Knowledge Management
• Litigation Support
• Records and Information Management
• Risk Management
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Keep in Mind

• Different areas of operation
• Finance, legal, operations

• Multiple industry perspective
• Corporate, manufacturing, consulting

• Broad managerial roles
• Supervisory,  management, senior staff

• Diverse personal interactions
• Multi-cultural

• Multi-educational
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Addressing Compliance Needs

• Reduces risk associated with data loss or breach of customer or client information  

• Provides defensible policies, protected information and compliance with legal 
requirements, thus reducing risk exposure and potential harm to reputation

• Improves control over assets, such as trade secrets and intellectual property

• Increases efficiency of the business groups – both within and across groups

• Information can be shared and strategically leveraged for business intelligence and 
decision making

• Ability to repurpose assets, such as departing employee information

• Aids in efficient due diligence process in instances of potential 
mergers/acquisitions

• Governance structure also allows for the implementation of tools and processes to 
monitor and provide early detection of suspicious activity

• A program can provide a framework for security/risk assessments.
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Influencing Factors

• Company Size
• Culture
• Decision Making
• Composition of Advisory Board
• Advantages/Challenges
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Opportunities

• Retiring older technologies; infuse new technologies
• Seek opportunities to automate key processes
• System integrations
• Look for drivers

• Internal

• External

• Look for low hanging fruit – not everything needs to be a big 
bang
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Opportunities

• Strategically
• Improve controls on the front end – risk-based approach

• Characterize legacy back file collections

• Lessons learned from prior discovery experiences

• Tactically
• Office relocations

• Department/business unit consolidation

• Merger/acquisition/divestiture

• Consolidating an off-site storage facility

• Implementing new RMS/DMS/Email archive technology
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Common Challenges (that can become 
opportunities)
• Creation and retention of data outside of RIM policy/program

• Allowing data to be kept for too long

• Allowing data to be inadvertently destroyed

• Employees using unsecured methods to collaborate/transmit information

• Unauthorized access to information

• Creation of systems that allow and encourage unstructured data

• Accessing backup tapes for routine requests

• Forgetting about legacy systems and data (e.g., tapes)

• Downgrading data to an inaccessible format

• Employees bringing unauthorized data into the company

• Departing employees taking unauthorized data from company
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Collaboration – What Is It?

• collaboration (kəˌlæbəˈreɪʃən) — n (often foll by on, with, etc.) 
1. the act of working with another or others on a joint project 2. 
something created by working jointly with another or others…

• www.dictionary.com
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Investment

• “A greater amount of time is required for collaboration than for 
cooperation since activities are shared rather than allowed.”

• A Synthesis of Research on Organizational Collaboration
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Collaboration & Partnerships

• Supports creation/maintenance of a data map, development of 
project portfolio

• Helps identify priorities, make decisions tied to strategy

• Identify potential areas of overlap

• Leverages technology

• Mutually beneficial projects

• Records/IT
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Selling to Management & End Users

• Without buy-in, sign-off and top down support from 
management an IG program will wither and die

• Gain approval and find a champion for the efforts
• Clearly state what the initiative brings:  branding, risk, cost 

savings, competitive advantage
• Requires a unique strategy
• Critical to know company priorities, culture and business 

plans
• Take time to know your end users
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What to Message
• Why is the initiative important to the firm?

• value add (competitive edge)
• alignment with business goals and objectives
• risk avoidance
• possible cost savings
• increase efficiency

• Clearly defined scope

• Metrics

• What problems are being solved

• Priority of specific issues to address, including justification for priority

• Estimated resources/cost to implement

• If there was a specific triggering event- leverage it!

• Regulatory requirements
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Selling the Vision

• Subject matter expert

• Define risks

• Provide statistics

• Cost/benefit analysis

• Collaboration opportunities

• Navigating the politics

• Find champions

• Identify a sample use study

• Leverage “The Principles”
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Metrics

• Critical to success

• How do you measure success? Numbers speak.

• Design your project with metrics defined up front. Set 
expectations of what you will be able to deliver.

• To the extent possible, get metrics in advance to build into 
your business case

• Provides foundation to get approval for additional phases of 
program implementation
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Common Tasks

• Email Management

• Retention/Disposition

• Program Development

• Audit/Compliance

• Litigation Hold Management

• Outside Counsel Guidelines (for law firms)
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Systems

• Records Management

• Document Management

• Marketing/Business 
Development

• HR Systems/Alumni

• Analytics Technologies

• Finance/Accounting Systems

• Reporting

• Microsoft SQL Server

• SharePoint

• InfoPath

• Import tools

• Data warehouse

• Scanning technologies

• Active Directory
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Challenges

• Limited budgets

• Doing more with less

• Competing resources

• Growing volume of information

• Legacy “mess”

• Gaining executive approval

33



Five Steps

• Overcome Barriers

• Recruit Members

• Agree on Direction

• Clarify Responsibilities

• Support Collaboration
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Questions to Ask

• What problem are we trying to solve?

• Where are we trying to solve it?

• Are there tools already in house that can be utilized?

• Do we need to investigate, explore, and identify new solutions?

• Would a proof of concept help introduce these technologies as 
an aid for compliance?
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Training

• Thinking outside the box
• SQL Training

• Import tools

• Secure file transfers

• Microsoft Office products

• Document management systems

• Who/where are your internal experts?

• Vendor partners

• Other?

• Leveraging what you have
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Case Study
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SSRS REPORTING – ACTIVITY MONITORING



Case Study
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Case Study
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DAILY DISTRIBUTION REPORTS



Mail Distributions
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Case Study
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FILE TRANSFERS & DISPOSITION



Case Study – Transfers/Disposition
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Slicing and Dicing Data
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Case Study
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FILE CREATION REQUESTS



Case Study
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FILE SHARE REMEDIATION



File Share Management
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File Share – Retention/Tracking
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Case Study

52

ENHANCED SYSTEM 
REPORTING



Case Study
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DATA IMPORT TOOLS



Case Study
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DATA EXPORT TOOLS



Assessment
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Information 
Governance 
Assessment

Identify an 
organization’s 

risks

Measure the 
severity of 
those risks

Track 
deficiencies and 

gaps by 
principle and 
overall score

Formalize or 
refresh a 
records 

management 
program

Monitor the 
progress of risk 

mitigation 
efforts’

Assess the 
sufficiency of  
training and 

documentation

Establish 
baselines and 
benchmarks; 

ensure 
accountability



Resources & Contact Information

• Forbes Article

• Technology Transformation

• CIO Review

• Deloitte Article

Leigh Isaacs
Director of Information Governance
lisaacs@Proskauer.com
LinkedIn:  linkedin.com/in/leighisaacs
Twitter:  @leighisaacs
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https://www.forbes.com/sites/forbestechcouncil/2018/08/30/why-compliance-is-a-business-enabler-not-a-hindrance/#540853fe3a74
https://financeandriskblog.accenture.com/regulatory-insights/regulatory-compliance/technology-transformation-as-strategic-initiative-for-compliance
https://www.cioreview.com/news/compliance-technology-a-strategic-approach-toward-information-security-risks-nid-27447-cid-54.html
https://www.ey.com/Publication/vwLUAssets/ey-implementing-a-governance-risk-and-compliance-program/$FILE/ey-implementing-a-governance-risk-and-compliance-program.pdf
mailto:lisaacs@Proskauer.com
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