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⦿ About us 

⦿ Level-Setting Our New Reality 

⦿A Brief Recap on Ways to Deal with Risk 

⦿Defensive Techniques 

⦿All Your Networks Belong to Me: A Demonstration 

⦿ Strategy, Operations and Tactics for Governance & Risk Management 

⦿Questions 

OVERVIEW 
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Yolonda in 1 Slide 
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Galina in 1 Slide 
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The Connected Workforce 
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The fundamental premise of every modern computing 
device is the consistent, persistent ability to connect to 

the outside world 

#hackEWF 
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A Day in the Life of Your Device 

#hackEWF 

0600: Alarm 

0700: Check Weather 

0715: Call Uber 

1 

homeWiFi 

0800: Get coffee  

0815: Check bank balance 

0830: Check email 

2 

starbucks 
homeWiFi 

1700-1800: YouTube 

1830: Order Dinner 

2000-2200: Netflix 

4 

starbucks 

workWiFi 

homeWiFi 

homeWiFi 

0900-1200: Work stuff 

1200-1300: Get lunch 

1300-1700: Work Stuff 

3 

starbucks 

workWiFi 
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Our Devices Are Talking…What Are They Saying? 

CORP WI-FI 

NEIGHBOR 

 WI-FI 

• STATUS: Online 

• VENDOR: DELL 

• OS: WINDOWS 7 SP3 

• MAC: AA:BB:CC:DD:EE:FF 

• PORTS: 22, 23, 80, 139, 445, 9001 

• SERVICES: SSH, TELNET, HTTP, SMB 

•STATUS: Online 

•VENDOR: Meraki 

•NAME: CORP WI-FI 

•MAC: FF:EE:DD:CC:BB:AA 

•ENC: WPA+TKIP, WPA+AES-CCM 

•CHANNEL: 3 

•STATUS: Online 

•VENDOR: Apple 

•OS: iOS 

•MAC: DE:AD:BE:EF:CD:EF 

•CURRENT CONNECTION: homeWiFi 

•PROBES: homeWiFi, Starbucks, 

workWiFi 
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⦿  Don’t allow it 

⦿  Isolate it to a different network (airgap) 

⦿  VLAN + Segmentation 

⦿  Willful ignorance/didn’t know it was there 

Common Risk Control Strategies 
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Good Things Talk to Bad Things 

CORP WI-FI 

NEIGHBOR 

WI-FI 
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Practical Application 
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Concept of Operations 
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1.Steal the network 

(temporarily) 

2.Port/service scan 

3.Listen for clues & creds 

4.Exploit if you can 

5.Maintain access 

6.Move laterally  

7.Establish new 

beachheads as you go 

Constructing the Attack 
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1. Hak5 Pineapple running evil AP 

2. Ubuntu Linux VM 

• Fing network scanner (port/service fingerprinting) 

• Python & Ruby scripts (exploit development) 

• Wireshark/TShark/TCPdump 

• Netcat (backdoor placement) 

• Social Engineering Toolkit 

Tools Required 

Total cost for this attack: $150 USD 
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The Starting Point 
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SURVEY THE  
ENVIRONMENT 
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SSID: “The Network”  

BSSID: 10:BF:48:D8:60:67 

CHOOSE THE  
TARGET SSID 

Any network can be  

spoofed. All you need  

is the name and the 
MAC address of the  

target access point 
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DEAUTHENTICATE 
CLIENTS 

Force all connected clients off of  

the specified network. 

 

Once complete, deauthenticated  

clients will attempt to reconnect  

to your fake access point 
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The Evil Network Forms 

arp -a 

1 

2 
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Learning About Our Guests… 

Kerberos ticketing && webserver 

irc 

1 

2 



METRO                CHAPTER 

DELIVER THE  

PAYLOAD &  

EXPLOIT 
Redirect users to malicious websites,  

capture cookies and credentials, deliver  

custom malware & backdoors which will  

persist long after the target leaves the  

target environment 
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Now that you’re entrenched on trusted devices, all you  

have to do is wait for the device to connect back to the  

corporate network and call home to your waiting  prompt. 

Now, you can download other tools, move  laterally, 

spread malware to other systems, escalate  privileges and 

take down the network. 

ESTABLISH THE 

BEACHHEAD, LATERAL  

MOVEMENT &  PRIV 

ESCALATION 
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THE MESSAGE 
Risk Mitigation & Governance 
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What Does History Tell Us? 

Source: Grey Lock Partners, John Pescatore (SANS) 
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1. A proactive risk mitigation strategy starts with understanding what’s out there first 

a. Build threat models from real data 

b. Adjust once you know what’s out there & what’s supposed to be there 

 

2. From Threat Models  Policy  

a. Flexible 

b. Tied to organizational goals & objectives 

 

3. Effective strategy will include a combination of technologies—with surgical precision 

a. Application 

b. Device 

c. Network 

Managing this risk 
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4. A solid IG strategy  

a. When bad actors get in, what do they see 

b. Do you focus on a retention schedule or a data value assessment 

• Are your most valuable assets/data better protected and if so how? 

• Where in your schedule do you assign a value to the data and coordinate with 
Cybersecurity to  coordinate protection resource spent and data value formulas?
  

Managing this risk 



METRO                CHAPTER 

⦿ Don’t connect to (or trust) Free/Open Wi-Fi 

• If you must, refrain from sensitive/privileged transactions like online banking 

⦿ Turn on 2-factor authentication 

⦿ Use a password manager 

⦿  Yes, VPN, MDM, Anti-Virus 

• They should talk to each other to offer the best protection 

⦿ Delete old networks from your devices (bit more complicated for iPhone 
users) 

Things You Can Do 

Remember: if you don’t need it, turn it off! 
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⦿ Cyber security as a Prerequisite of Innovation in the Digital Age –  

Even though there never will be 100% security, we believe that an 
acceptable level of risk from cyber threats  can be achieved 

 

⦿  Balancing Risk and Opportunity –  

Given that 100% security is unattainable, businesses need to carefully 
balance risk and business opportunities. That’s where IG comes in 

Cyber and Business Innovation 
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⦿ Step 1 : professionals should identify: 

● Data repositories, machine or human generated, that contain particularly 
sensitive data, such as personally identifiable information, personal health 
information, or intellectual property 

● The appropriate levels of sensitivity for the organization’s information so, for 
example, a secret formula for a revolutionary drug is highly protected while 
the marketing materials are given less security  

● Opportunities for data anonymization and scrubbing for protection. For 
example, IG can help determine if sensitive information can be removed from 
a repository that is accessed by a wide range of users and connected to many 
systems.  

● Repositories that are vital to business continuity and therefore need serious 
protection 

Steps to take 
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⦿ Step 2: IS should augment the cyber-protection plan to work with the 
identified repositories to implement levels of protection that will make it very 
difficult for any intruders to access sensitive information.  

● Accordingly, such protections will also make the recovery of a hot site 
much more efficient because all vital data would be readily available.  

⦿ Step 3: IG and IS should work together to rid the organization of 
unnecessary information, e.g.:  

● Transitory, and yet potentially damaging, e-mail messages 

● Transitory mobile communications, such as text and chat, left on 
devices 

Steps to take 
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⦿ Step 4: IG and IS should work together to ensure that mobile 
communication records, which need to be retained, are moved 
to a secure repository. 

 Steps to take 
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⦿ IG and IS need to reinvent themselves into a service that can help move 
the business forward. Below are some examples 

● Scrubbing data of personal information and making it available to parts 
of the business that could use it but otherwise would not have had 
access to it  

● Providing on-demand and value-based security 

● Applying new security and IG processes to make them more customer 
friendly  

Practical Advice 
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QUESTIONS? 

@ysmithND 

 

linkedin.com/in/yolonda-smith 

 

ysmithND@gmail.com 

@datga 

 

linkedin.com/in/galina-datskovsky 

 

galina@vaporstream.com 



INFORMATION MANAGEMENT PROFESSIONALS 

METRO                CHAPTER 

2018 ANNUAL CONFERENCE 

MARCH 6, 2018 

THANK YOU! 
Type equation here. 
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