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EYôs Global Information Security Survey 2016 

» EYôs 19th Global Information Security Survey (GISS) 

captures the responses of 1,735 C-suite leaders and 

Information Security and IT executives/managers, 

representing most of the worldôs largest and most-

recognized global companies.  

» Responses were received from 72 countries and 

across nearly all industries. 

» For further information, please go to: 

www.ey.com/giss  
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Organizations have learned over decades to defend themselves and 

respond better 
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The high-level components of cyber resilience 

The ability of 

organizations to predict 

and detect cyber threats. 

The corporate shield, 

starting with how much 

risk an organization is 

prepared to take, followed 

by three lines of defense. 

Sense Resist React 

Being ready to deal with 

the disruption, with 

incident response 

capabilities, crisis 

management, 

preservation of evidence 

and investigation of the 

breach. 
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Cyber resilience 
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The overall picture 

Sense 
(See the threats coming) 

Resist 
(The corporate shield) 

React 
(Recover from disruption) 

Where do organizations place 

their priorities? 
Medium High Low 

Where do organizations make 

their investments? 
Medium High Low 

Board and C-level engagement Low High Low 

Quality of executive or 

boardroom reporting 
Low Medium Low 

METRO                CHAPTER Page 8 



SENSE 

INTERNATIONAL 

METRO                CHAPTER Page 9 



INTERNATIONAL 

A high level of confidence? 

» Organizations have improved their 

Sense capabilities significantly, using: 

» Cyber threat intelligence 

» Installing continuous monitoring 

mechanisms, such as a security 

operations center (SOC) 

» Identifying and managing vulnerabilities 

» Installing active defense 

» But not enough organizations are delivering 

the basics 
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A breach has happened ï but there appears to be no harm 

» In most cases, there is harm being done, 

but there is no immediate evidence 

» Cyber criminals make ótest attacksô 

» They lie dormant after a breach 

» Use a breach as a diversionary tactic 

» Organizations must assume that harm has 

been done, every time there is an attack 
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Securing your ecosystem 

» In the digital, connected world, events in an organizationôs network of suppliers, 

customers, and government bodies (i.e. the ecosystem), can go on to impact the 

organization itself. This is a major area of risk which is often overlooked: 

» 68% would not increase their information security spending even  

if a supplier was attacked 

» 58% would not increase their spending if a major competitor was attacked 

» An organizationôs sensory system is much stronger when events in its ecosystem are 

taken into account 
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The impact of the internet of things (IoT) 

Challenges related to the number of devices which will become part of the network in a very 

short period of time. Key concerns cited are: 

73% say poor user awareness and behaviour around mobile devices 

46% say their ability to know all their assets 

43% say keeping devices bug free 

43% say patching vulnerabilities fast enough 

35% say managing the growth in access points to their organization 
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The impact of the internet of things (IoT) contôd 

» Challenges related to the size of the data traffic 

» Organizations doubt they are going to be able to continue to: 

¸ Identify suspicious traffic 

¸ Track who has access to their data 

¸ Be able to find hidden and unknown zero-day attacks 

» Challenges related to the ecosystem 

» The ecosystem will grow significantly as connectivity expands and the volume of data increases 

» It will become difficult to identify what part of the ecosystem is going to impact the organization, 

more so if the organizationôs own cybersecurity is fragmented and not joined up 

¸ 34% expect difficulties monitoring the perimeter of their ecosystems 
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What do you consider to be the information security challenges of the 

IoT for your organization? 
(Select all that apply) 

49% 

46% 

46% 

44% 

43% 

40% 

35% 

34% 

10% 

4% 

Identifying suspicious traffic over the network

Ensuring that the implemented security controls are meeting the requirements of today

Knowing all your assets

Tracking the access to data in your organization

Keeping the high number of IoT connected devices updated with the latest version of code
and security bug free

Finding hidden or unknown zero-day attacks

Managing the growth in access points to your organization

Defining and monitoring the perimeters of your businesses ecosystem

Don't know

Other (please specify)

Multiple responses allowed 
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What are the main risks associated with the use of mobile devices 

(laptops, tablets, smartphones) for your organization? 
(Select all that apply) 

73% 

50% 

32% 

31% 

27% 

19% 

16% 

3% 

Poor user awareness/behavior

The loss of a single smart device not only means the loss of information, but increasingly it
also leads to a loss of identity

High jacking of devices

Network engineers cannot patch vulnerabilities fast enough

Devices do not have the same firmware or software running on them

Organized cyber criminals sell hardware with Trojans or backdoors already installed

Hardware interoperability issues of devices

Other (please specify)

Multiple responses allowed 
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Information sharing and collaboration are on the rise 

» Governments and other entities  

are increasingly concerned with cybersecurity. Industry-

specific regulations relating to cyber risks  

are gathering momentum. 

» Standards are being developed for critical infrastructure 

organizations; greater calls for information sharing, 

collaboration and mandatory reporting 

» It should be anticipated this will become compulsory 
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Focus on cyber risks, not only on cybersecurity 

» Organizations have improved their abilities to resist attacks, but attacks take different and 

increasingly complex forms. 

» Executing control measures in the corporate shield may work against DDoS or virus 

attacks, but not against sophisticated, persistent attacks that dedicated and organized 

cyber criminals are launching every day 

» In 2015, 88% said their cybersecurity function did 

not fully meet their organizationôs needs.  

» In 2016, it is 86%, which is not a notable 

improvement 
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Which threats and vulnerabilities have most increased your risk 

exposure over the last 12 months? 
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Where should organizations focus to better resist todayôs attacks? 

Activate your defences 

» Resisting, defending, mitigating and neutralizing attacks is the necessary core of 

cybersecurity. 

» The services and tools organizations use have mostly kept pace, although 57% say they 

have had a recent significant cybersecurity incident which shows the corporate shield 

needs more strength. 

» Maturity levels are too low. Percentage who say their management processes are mature: 

» Software security: 29% 

» Security monitoring:  38% 

» Incident management: 38% 

» Identity and access management: 38% 

» Network security: 52% 
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Where should organizations focus to better resist todayôs attacks? 

contôd 

Take an unorthodox approach 

» Defenses are usually seen as hard barriers, but there are other ways organizations can 

minimize the impact of an attack: 

» Switching from fail-safe to safe-to-fail: Organizations have been right to build robust, resilient 

fail-safe operations, but it can no longer be the only option. The new aim should be safe-to-fail, 

so that on sensing a threat mechanisms absorb the attack, reduce the velocity and impact and 

accept partial system failure as way to limit the damage 

» From protection to sacrifice: Technologies today make it possible to sacrifice portions of 

information or operations, which can be performed as an automated response. When the SOC 

recognizes a high-level threat, the system owner receives an alert and the system is shut down. 
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Every year budgets increase, but is it enough? 

2013 to 2016 saw year on year increases in budgets 

» In 2016, 53% say budgets have increased in last 12 months, compared with 43% in 2013 

» In 2016, 55% say their budgets will increase over the coming 12 months, compared with 

50% in 2013 

» The amounts being spent are rising: 

» In 2013: 76% were spending less than $2m on people, process and technology. In 2016: only 

64% were spending less than $2m 

» A rise in number of organizations spending $10m-$50m 

» However, more funding is needed: 

» 61% say budget constraints is a challenge 

» 69% say they need up to 50% more budget 
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What are the main obstacles or reasons that challenge your Information 

Security operationôs contribution and value to the organization? 
(Select all that apply) 

61% 

56% 

32% 

30% 

28% 

19% 

6% 

Budget constraints

Lack of skilled resources

Lack of executive awareness or support

Lack of quality tools for managing information security

Management and governance issues

Fragmentation of compliance/regulation

Other (please specify)

Multiple responses allowed 
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The role of leadership 

» Executive leadership and support is critical for effective cyber resilience 

» Unlike Sense and traditional Resist activities, cyber resilience requires senior executives 

to actively take part and lead the react phase 

» Since 2013, 31%-32% say there is a lack of executive awareness and support which is 

challenging the effectiveness of cybersecurity 

» This year on year consistency suggests not enough is being done, and, or, attempts have 

reached a deadlock and the message is not getting through  
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The importance of reporting 

» 75% say those responsible for information security do not have a seat on the board. The 

board therefore has to rely on reporting: 

» Only 25% of reporting provides an overall threat level 

» Only 35% of reporting showed where improvements were needed 

» 89% of organizations do not evaluate the financial impact of every significant breach 

» 49% of those that have had a cyber incident in the last year have no idea about the amount of 

financial damage 

METRO                CHAPTER Page 266 



REACT 

INTERNATIONAL 

METRO                CHAPTER Page 277 



INTERNATIONAL 

Todayôs emergency services: the cyber breach response program 

(CBRP) 

» It is critical that organizations develop a strong, centralized response framework 

» CBRP brings together stakeholders to resolve a breach,  

led by an individual with key areas of experience: 

» Technology 

» Management of day-to-day operational and tactical response 

» Equipped with in-depth legal and compliance experience 

» The CBRP is more than traditional PMO 

» It helps ensure implementation of business continuity plan 

» Develops and enforces a communication and briefing plan to internal stakeholders 

» Establishes what information is critical for senior leaders to know 
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Todayôs emergency services: the cyber breach response program 

(CBRP) contôd 

» CBRP is the linchpin of the response to a high impact breach: 

» Engages investigators to work closely with information security and IT to determine the attack 

vector, exploited networks and systems and the scope of the assets stolen or impacted 

» Oversees the process of evidence identification, collection and preservation, forensic data 

analysis, impact assessment 

» Can direct and modify any investigation based on fact-pattern analysis 

» Helps ensure a smooth and timely flow of information among internal stakeholders and helps 

navigate working with outside legal counsel, regulators and law enforcement agencies 

» Enables a cost-effective response that mitigates breach impacts 
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What are the React priorities? 

» Business continuity management has been at the 

heart of the ability to  

react to a threat for many years 

» A #1 or #2 high priority since 2013 

» In 2016, 57% rated it their joint top priority, alongside 

data leakage/data loss prevention 

» Security information and event management (SIEM), 

together with SOCs ranked #6 in 2016: 

» 46% of respondents saying they will spend more in 

these two areas over the coming  

12 months 
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Which areas are High, Medium or Low priorities for your organization 

over the coming 12 months? 
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(Select one response for each topic) 

57% 

57% 

55% 

52% 

50% 

48% 

48% 

46% 

43% 

42% 

39% 

33% 

29% 

29% 

27% 

26% 

25% 

24% 

23% 

21% 

16% 

15% 

14% 

13% 

8% 

8% 

6% 

33% 

34% 

38% 

39% 

40% 

38% 

42% 

44% 

41% 

45% 

35% 

49% 

49% 

46% 

48% 

41% 

46% 

50% 

41% 

42% 

37% 

39% 

43% 

33% 

23% 

25% 

18% 

10% 

10% 

7% 

9% 

10% 

14% 

11% 

10% 

15% 

13% 

27% 

18% 

22% 

25% 

25% 

33% 

29% 

26% 

36% 

37% 

47% 

46% 

44% 

54% 

69% 

67% 

76% 

0% 50% 100%

Business continuity / disaster recovery resilience

Data leakage / data loss prevention

Security awareness and training

Security operations (e.g., antivirus, patching, encryption)

Identity and access management

Security incident and event management (SIEM) and Security Operations Center (SOC)

Incident response capabilities

Security testing (e.g., attack and penetration)

Privileged access management

Threat and vulnerability management (e.g., security analytics, threat intelligence)

Cloud computing

IT security and operational technology integration

Mobile devices

Privacy measures

Third-party risk management

Information security transformation (fundamental redesign)

Security architecture redesign

Insider risk / threats

Fraud support

Offshoring/outsourcing security activities, including third-party supplier risk

Intellectual property (IP)

Forensics support

Social media

Securing connected devices on the IoT

Robotic process automation

Securing emerging technologies (e.g., advanced machine learning)

Securing cryptocurrencies (e.g., Bitcoin)

High Medium Low Numbers may not sum due to rounding 
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Compared to 2015, does your organization plan to spend more, less or 

relatively the same? 
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(Select one response for each topic) 

49% 

46% 

45% 

44% 

43% 

42% 

41% 

40% 

39% 

39% 

35% 

34% 

32% 

32% 

29% 

25% 

25% 

22% 

21% 

20% 

17% 

14% 

12% 

12% 

10% 

9% 

5% 

14% 

8% 

9% 

9% 

8% 

8% 

7% 

8% 

8% 

7% 

8% 

9% 

10% 

10% 

13% 

12% 

10% 

11% 

10% 

12% 

10% 

12% 

13% 

13% 

12% 

15% 

16% 

16% 

16% 

43% 

45% 

46% 

48% 

49% 

51% 

51% 

52% 

54% 

53% 

56% 

56% 

58% 

55% 

59% 

65% 

64% 

68% 

66% 

70% 

71% 

72% 

74% 

76% 

75% 

74% 

78% 

71% 

0% 50% 100%

Security awareness and training

Security incident and event management (SIEM) and Security Operations Center (SOC)

Cloud computing

Security testing (e.g., attack and penetration)

Identity and access management

Data leakage / data loss prevention

Security operations (e.g., antivirus, patching, encryption)

Threat and vulnerability management (e.g., security analytics, threat intelligence)

Business continuity/disaster recovery resilience

Incident response capabilities

Privileged access management

IT security and operational technology integration

Mobile devices

Security architecture redesign

Information security transformation (fundamental redesign)

Privacy measures

Third-party risk management

Insider risk / threats

Offshoring/outsourcing security activities, including third-party supplier risk

Fraud support

Forensics support

Securing connected devices on the IoT

Social media

Intellectual property

Securing emerging technologies (e.g., advanced machine learning)

Robotic process automation

Securing cryptocurrencies (e.g. Bitcoin)

Other (please specify)

Spend more Spend less Same or constant Numbers may not sum due to rounding 
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Not a lot of appetite for investing in other Adapt or Reshape capabilities 

Adapt 
By looking at the threat horizon and threat actors, the resilient organization needs to be 

flexible and agile to adapt its businesses processes and protection mechanisms 

 

Reshape 
This is the re-engineering required to improve both the resilient and operational mechanisms 

for an increasingly secure and sustainable organization 
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When reacting to an attack, the Board must show leadership 

» There is nowhere that the board can hide.  Weaknesses or failures in recovery 

plans become known. 

» Some organizations can recover from an attack, but their reputation and trust can be 

destroyed 

» The key is to communicate, but organizations are still unprepared: 

» 42% do not have an agreed communications strategy or plan 

» In the first seven days after an attack: 

¸ 39% say they would make a public statement to the media 

¸ 70% would notify regulators and compliance organizations 

¸ 46% would not notify customers, even when customer data has been compromised 

¸ 56% would not notify suppliers, even when supplier data has been compromised 
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Leading the recovery of the organization 

» The CIO and CISO need to fully understand the organizationôs strategic direction, 

risk appetite and operations to support the adapt and reshape phases 

» Together with corporate strategists, the cybersecurity solution and the organizationôs 

overall strategy can be aligned. 

» However there is often not a good connection between the cybersecurity function 

and strategy and planning: 

» Only 5% have recently made a significant change to their organizationôs strategy and 

plans, after sensing they were exposed to too much risk 

» Only 22% say they have fully considered the information security implications of their 

organizationôs current strategy and plans 
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Asking tougher questions and closing the gaps 

Organizations like to rely upon themselves to 

test or manage their own cybersecurity. In the 

recovery phase, it may be worthwhile 

considering if this should continue. 

 

» 79% do their own self-phishing 

» 64% do their own penetration testing 

» 81% do their own incident investigation 

» 83% do their own threat intelligence analysis 
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