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» Polling the Audience

» What Is Information Governance?
» Cross-Border Data Privacy Considerations
» Introduction to Discovery

» Applying the Law: Federal Rules of Civil Procedure and
Recent Case Law

» Practical Considerations for Building and Implementing an
G Program

» Key Takeaways and Q&A
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ARMAN

INTERNATIONAL

» AT he s e tdisapfinaryngirlictures, policies, procedures,
processes and controls implemented to manage information
at an enterprise level, supporting an organization's
Immediate and future regulatory, legal, risk, environmental
and operational requirements. [d]

» A The activities and technol ogl
maximize the value of their information while minimizing
associated risks and costs. 2]

» Macro vs. micro approach to information governance

» Considerations: industry, size, culture, geography, corporate

St r u Ct u re [1] Onthe governance of information: Introducing a new concept of governance to support the management of information,
http:// dl.acm.org/citation.cfm?id=2297895
[2] http://iginitiative.com/
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Facets of Information Governance
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RECORDS AND INFORMATION MANAGEMENT - 97*

ALL THE ABOVE  44*
INFORMATION SECURITY AND PROTECTION 93

FINANCE  57*
COMPLIANCE  92*
DATA SCIENCE b3

BIG DATA 63" DATA GOVERNANCE 86"

E-DISCOVERY 85"

BUSINESS |
INTELLIGENCE ~ 66* o

| | INFORMATION

GOVERNANCE
ENTERPRISE
ARCHITECTURE GE% RISK MANAGEMENT 84"
MASTER DATA A——
MANAGEMENT 67" PRIVACY 81
DATA STORAGE AND
IT MANAGEMENT  67¢ ARCHIVING 8"
ANALYTICS 68" y
KNOWLEDGE MANAGEMENT 7

AUDIT 69’

BUSINESS OPERATIONS » Infonuation
AND MANAGEMENT  70* IE! sty
[3] http://iginitiative.com/resources/infographics/updated
infographicfacetsinformation-governancé

METRO 'N 'Y € CHAPTER



http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/
http://iginitiative.com/resources/infographics/updated-infographic-facets-information-governance/

ARMA Cross-Border Data Privacy Considerations

INTERNATIONAL

h METRO N ¥ € CHAPTER



ARMA Introduction to Discovery

INTERNATIONAL

Electronic Discovery Reference Model

ma Processing

=4 Review -> Presentation

A

. Preservation

4 ldentification ‘ I

y N
= a Collection

VOLUME RELEVANCE

Electronic Discovery Reference Model / © 2014 / v3.0 / edrm.net

[4] http://www.edrm.net/
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The Problem: Over Preservation

The Average Microsoft Case

l
350,000 PAGES
REVIEWED
{
87,500 PAGES
PRODUCED ‘
l
88 PAGES
USED
e [5] https://blogs.microsoft.com/onthe-issues/2013/11/25/needlein-haystackshe-
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» Primary obligations

» Civil litigation, regulatory inquiries, internal investigations
» Key risks, timelines, expectations

» Being proactive

» Scope and information sources

» Penalties for failure to comply
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Federal Rules of Civil Procedure
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Rule 26: Duty to Disclose; General Provisions Governing Discovery

(b) Discovery Scope and Limits.

(1) Scope in General. Unless otherwise limited by court order, the scope of discovery
IS as follows: Parties may obtain discovery regarding any nonprivileged matter that is
relevant to any party's claim or defense and proportional to the needs of the case,
considering the importance of the issues at stake in the action, the amount in controversy,
the parties’ relative access to relevant | nf
the discovery in resolving the issues, and whether the burden or expense of the proposed
discovery outweighs its likely benefit. Information within this scope of discovery need not be
admissible in evidence to be discoverable.
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Federal Rules of Civil Procedure
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Rule 37: Failure to Make Disclosures or to Cooperate in Discovery; Sanctions
(e) Failure to Preserve Electronically Stored Information. If electronically stored information
that should have been preserved in the anticipation or conduct of litigation is lost because a
party failed to take reasonable steps to preserve it, and it cannot be restored or replaced
through additional discovery, the court:
(1) upon finding prejudice to another party from loss of the information, may order
measures no greater than necessary to cure the prejudice; or
(2) only upon finding that the party acted with the intent to deprive another party of the
Il nformation’s use I n the I|Iitigation may:
(A) presume that the lost information was unfavorable to the party;
(B) instruct the jury that it may or must presume the information was unfavorable to
the party; or
(C) dismiss the action or enter a default judgment.
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Federal Rules of Civil Procedure
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FRCP 37(e) Flow Chart

Has ESI been “lost”? Rule 37(e)(1)

necessary to cure the prejudice.

M

[The Court may: Order measures no greater than ]

Should the “lost” ESI
have been preserved?

Rule 37(e)(2)

( N

(A) Presume the information lost
was unfavorable;

he Court may:

Did party fail to take

reasonable steps? Was a party prejudiced
by the loss? (B) Issue mandatory or permissive

adverse inference instruction; or

\(C) Enter dismissal or default. /

Can the “lost” ESI be
restored or replaced? Was there specific
intent to deprive?

N

| h 1 Subject to proportionality considerations
Restore or replace the 2 If the Court elects not to apply 37(e)(1) © Eric P. Mandel 2014-16

Available under a Creative Commons Attribution-

4 n
lost” ESI and prOdUCE 3 If the Court elects not to apply 37(e)(2) Shareplike 4.0 International License {CC BY SA 4.0).

[6] http:// www.indiciumlaw.com/mandeB7e-flow-chart
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Recent Case Law
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» Common Themes

» Redefined Scope of Discovery

>

\4

Proportionality and Burden

» “Reasonabl e Steps” vs. Negl i gence
» “I ntent to Deprive’
» Inherent Authority
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» Program structure and effective partnerships with pre-existing organizations and
Initiatives

»  Prioritizing and defining measures for compliance
» Senior management buy-in

» Factors: industry, size, culture/history, risk tolerance, geography, corporate structure,
visibility into data footprint

» Purpose of IG Programs: Destruction? Migration? Enterprise Risk Management?
» Common pitfalls

» Buil di ng reasonabl eness” I nto the progran

» Metrics and reporting
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