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èInformationgovernanceistheactivitiesandtechnologiesthat organizationsemploytomaximizethe
valueoftheirinformationwhileminimizingassociatedrisksandcosts.é*

ÅFoundation for all things involving data management 

æPolicy and program

ÅHolistic, multi-disciplinary and cross-company approach 

æSupports/drives holistic data strategies

ÅData universe is more than records > start with data classification: framework for organizing information for its 
protection, management and disposition

* Source: Information Governance Initiative Annual 

Report 2015-2016. 

What is Information Governance? 

Why Does Information Governance Matter? 



Data classification = method of identifying information to indicate handling instructions 

ÅData classification standard = implementation of information governance policy

ÅAll data management/protection initiatives = implementation of policy 

üEfficient data management (e.g., IT 

deployments, litigation preparedness) 

üIncreased employee productivity              

üIncreased employee awareness 

üThe biggie: Increased data protection 

What is Data Classification?

Why Does Data Classification Matter? 



Average spend for companies to investigate, notify and respond to a data breach in 
2014*

Annual cost/losses for U.S. companies due to corporate espionage including 
intellectual property theft*

The percentage of IT security leaders whose companies have a common process in 
place to discover and classify on-premiseconfidential data*

1. Source: ñ2014 Cost of Data Breach Study: Global Analysisò by Ponemon Institute, May 2014.

2. Source: ñCybercomChief Details Cyberspace Defense,ò American Forces Press Service, September 23, 2010. 
Later re-quoted in the IP Commissionôs ñReport on the Theft of American Intellectual Property.ò 

3. Source: ñThe State of Data Security Intelligenceò by Ponemon Institute, April 2015.

Data Threats, By the Numbers



The Age-Old Challenge of Protection vs. Availability

Porous Perimeters

Changing Risk Profile

Å Executive Support

Å Cross-Functional Team 
Involvement

Å User Awareness and 
Empowerment

Å Policy Enforcement

Balancing Act

Protection vs. Availability 

Information governance  =  
holistic platform for balancing

Threat Landscape



Chad, an in-house advertising attorney for MINE-X, is meeting with his client, Portia, a corporate marketing executive, about the 
companyês recently proposed data classification standard. (MINE-X is a global advertising firm that also provides Big Data/data 
mining analytics services for its customers.) All the companyês in-house attorneys have been asked to gather feedback from their
clients regarding the standard and report out this feedback to the IT Department. Their meeting follows. 

One Companyôs Response: MINE-X  Role-

Playing Vignette for Data Classification



ÅTop Considerations -

ÅPurpose(s) of standard

ÅWill labels/categories be directive, intuitive, aspirational? 

ÅWill categories represent company mission and culture? 

ÅAny other objectives at play? For example:

> Replacing another standard > prevent confusion?

> Merging with another company> 

> Anticipate new data types or different operations? 

Developing a Data Classification 

Standard ïJob Aids



Public Internal Use Customer Special Protection

M&A

IP

Employee Health 

Information

Data Classification Standard - DRAFT



ÅTools 

ÅCommunications 

ÅTraining 

ÅA few thoughts: 

üWhether data classification is part of companyês overall

data management/protection strategy

üRe-consider role of data classification in companyês strategy

üRe-consider employeeês role in companyês data management/protection strategy

üCommunicate those decisions/considerations

üEarly and often > consider benchmark metrics

üDid you move the needle with comms? Did you build awareness? Change behavior? Increase adoption? 

ÅReal-Life Organizational Change Management Example (Dell) 

Building Data Classification Awareness



Transformation from
hardware sellerto 
end-to-end IT  solutions 
and services  provider

Further integration of 
information 
management best 
practices > enhancing 
companyês information 
management culture

Persistent threat to 
confidential information 
including intellectual 
property

Your Company 
Here

DELLês Business Issue



DELLês Data Protection Goals

Data Protection Goals

DEFINE DELLôS 

DATA CLASSIFICATION 

LABELS

EDUCATE AND TRAIN 

TEAM MEMBERS

DEPLOY CLASSIFICATION 

TECHNICAL CONTROLS 

TO DELL TEAM MEMBERS

KNOW WHAT DELL HAS 

SO IT CAN BE MANAGED
DEVELOP DELLôS DATA 

CLASSIFICATION 

STANDARD

CLASSIFICATION = ONE STEP IN DELLôS DATA PROTECTION STRATEGY



Why Data Classification at Dell 

Component of DELLês Information Governance/Data Protection Journey

Enabled DELLês implementation of 
its data classification standard

Empowered team members to 
classify information for appropriate 
handling

Enabled the  classification of 
information that DELLês team 
members typically handle

Set the foundation for future data 
protection initiatives, e.g., DLP 
(data loss prevention)

Enabled the continuation of 
building team member data 
protection awareness 

Set the foundation for classification 
enforcement 



DELLês Data Classification Journey

VERIFYTHE 
PROBLEM

ESTABLISH & IMPLEMENT 
POLICY AND STANDARD

CONDUCTFOCUS GROUP 
TESTING

BUILD ENDUSER 
AWARENESS &INVOLVE 
USERS IN DATA PROTECTION

DEPLOYDLP ANDOTHER 
TECHNICAL CONTROLS



Driving Cultural Change with Data Classification

SENSITIVITYTO 
END USER 

EXPERIENCE/CHANG
ES

MULTI-LEVEL 
CONSENSUS 
BUILDING

MEETINGCORPORATE 
REQUIREMENTS

EVERGREEN (FLUID, 
EVOLVING) PROCESS

Executive pilot

Team member focus groups

Business

Legal



Data Classification Labeling Tool ïComms Plan

January -Get 
Ready

ÅTraining for executives 
deployed and recorded for tool 
executivepilot

ÅCommunication targeted to 
executives to encourage them 

to watch recorded training as 
needed

ÅCommunication to employees 
on success of executive pilot 

ÅCommunication to 
employees on upcoming 
required tool training dates

ÅTraining deployed to 
employees

ÅCommunication on tool 
demos

ÅCommunication on open 
support dates

ÅTraining ongoing to 
employees

ÅCommunication to 
employees on tool launch 
dates per region, reminder of 

recorded training and 
additional resources on tool 
support center (microsite)

ÅCommunication to 
employees to introduce 
data labeling tool concept

ÅCommunication targeted 
to executives to ask for 

participation in tool pilot

February -Be Ready March -
Get Trained

April -
Start Labeling
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Global 
Employee 
Training 
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Corporate 
Deployment 

DELLês TITUS Deployment Schedule



ÅRegular communications  

ÅSelf-study training videos posted on èTITUS Support Centeré webpage

ÅGlobal in-person social events to promote deployment (15 sites worldwide)

ÅBadge card  with classification labels and tool information

ÅOpen support sessions 2x weekly (in 2 time zones) to support training

ÅUse of social media to share user experiences

DELLôs Multi-Layer 

Communications/Training Plan

KEY(
Holistic organizational change management strategy 



The Road Aheadé

Å DLP Interlock

Å Encryption

Interlock

Å Favorites

Å Endpoints/Mobile/

BYOD

Å Emerging Technologies

Å Successful      Deployment

Å Increasing Team Member 
Maturity


