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What is Information Governance?
Why Does Information Governance Matter?

e | n f ogoveraanistieactivitieandechnologitsmt organizatiogsploio maximizée
valueftheimformatioamhileminimiziragsociateskandoste*

Foundation for all things involving data management
Policy and program

Holistic, mdisciplinary andconogsny approach
Supports/drives holistic data strategies

Data universe is more than records > start with data classificauor. irarmew.. K fdi|
protection, managenigsp@sition

* Source: Information Governance Initiative Annual
Report 201 6.
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What i1s Data Classification?
Why Does Data Classification Matter?

Data classification = method of identifying information to indicate handling it
Data classification standard = implementation of information governance pp

All data management/protection initiatives = implementation of policy

Efficient data management (e.qg., IT
deploymemitgyation preparedness)

Increased empoychectivity

Increased employee awareness

The biggie: Increapeateictian
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Data Threats, By the Numbers

Average spend for companies to investigate, notify and respo[id t
$3.5M 2014*

Annual cost/losses for U.S. companies due to corporate espigdffc
intellectual property theft*

The percentage of IT security leaders whose companies haveH ¢
place to discover andmpassaifgpenfidential data*

1. Source: 12014 Cost of Dat aPorgmoa ingtithte, Blay 2@ly. : Gl ob al An ajll

2. So @ybereomChiefDet ai | s Cyber space Defense, 0 Amer i c2810. For|c¢|e
Laterreequoted in the | P Commi ssionds fAReport on the Thef t]j]c

3. Source: AThe State of Pobemondnstfue,cAprit20l5.y | ntel l i genceo Py
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The Adeld Challenge of Protection vs. Avalilability

( Balancimgct
L Protection vs. Availability

A 4

Changing Risk Profile

Information governance =
holistic platform for balancing

Porous Perimeters

Threat Landscape
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Executive Support
CrosBunctional Team

Involvement

User Awareness and
Empowerment

Policy Enforcement
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One Companyos MRAN&EXpRole-s||e
Playing Vignette for Data Classification

Chad, ain@quse advertising attorneyXfas Mid&HEing with his client, Portia, a corporate markeging gxe
companyés recently pi«Xopogdaa advedising &rm that also provides [B|g
mi ning anal ytics s er-Iwuse atternelyschave beénsaskeduosgatlmem«aeq
clients regarding the standard and report out this feedback to the IT Department. Their meetifig
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Developing a Data Classification
Standard T Job Aids

A Top Considerations

A Purpose(s) of standard

A Will labels/categories be directive, intuitive, aspirational?
A Will categories represent company mission and culture?
A Any other objectives at play? For example:

> Replacing another standard > prevent confusion?

> Merging with another company>

> Anticipate new data types or different operations?
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Data Classification Standard - DRAFT

Public Internal Use Customer Special Protection

M&A

Employee Health

Information
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Building Data Classification Awareness

Tools

Communications

Training

A few thoughts:

Whet her data <classificati

data management/protection strategy

Reeonsi der rol e of data classification 1|1 nlllc

Reonsider employeeés role in companyés diat

Communicate those decisions/considerations
Early and often > consider benchmark metrics

Did you move the needlim@@Did you build awareness? Change behavior? Increase adppti

Redlife Organizational Change Management Example (Dell)
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DELLés Busi ness | ssue

Transformation from
hardware sdlber
endoendT solutions
and services provider

Your Company Further integration of

Persistent threat to Here information
confidential informa manageméeist
includimgtellectual practicesrthancing
property c 0 mpiaforngaéos
management culture
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DELLés Data Protecti on

KNOW WHAT DELL HAS DEVELOP DELLO®S
SO IT CAN BE MANAGED ‘ CLASSIFICATION

STANDARD

Data Protection Goals

DEFI NE DELLGO EDUCATE AND TRAIN DEPLOY CLASSIFICATION
DATA CLASSIFICATION TEAM MEMBERS TECHNICAL CONTROLS
LABELS TO DELL TEAM MEMBERS
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Why Data Classification at Dell

Enabled the classification|of
i nformati on |t
members typically handle

Enabled the continuation (¢
building team member dat|
protection awareness

Set the foundation for futLJre data Set the foundation for clagsif§
protection initiatives, e.g., |DLP enforcement
(data loss prevention)

Component of DELLés I nformation Governance/ Data P}
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DELLEéES

VERIFWE
PROBLEM
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TESTING
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ESTABLISH & IMPLEMENT

POLICY ANBNDARD
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J

Driving Cultural Change with Data Classificatic

| @

s 1 (Y ) h

SENSITIVIY MULTLEVEL MEETIN®RPORATE EVERGREHNID,
END USER CONSENSUS REQUIREMENTS EVOLVINNROCES§
EXPERIENCE/CHANG BUILDING
ES
Executive pilot Business
Team member focus groups Legal
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Data Classification Labeling Tool T Comms Plan

April
Start Labeling

Januarset | Februaride Rea
Ready

Arraining for executives
deployed and recorded for

ACommunication to B

employees to introduce

data labeling tool concept ACommunication targeted
executives to encourage t

to watch recorded training
needed

Arraining ongoing to
employees

ACommunication to
employees on tool launc
dates per region, remind
recorded training and
additional resources on t
support center (microsite

ACommunication targetdd
to executives to ask for
participation in tool pilot

ACommunication to emplo
on success of exepldive
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DELLés TITUS Depl oyment
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DELLOS -LEyerl t |
Communications/Training Plan

KE

Holistic organizational change management strategy

Regular communications
Se6tudy training videos posted on eTIlITUS
GlobaHuerson social events to promote deployment (15 sites worldwide)
Badge card with classification labels and tool information

Open support sessions 2x weekly (in 2 time zones) to support training

Use of social media to share user experiences
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The Road Aheade
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