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"How to Plan and Implement Your Enterprise Information 

Governance, Risk, and Compliance Programò

Most organizations in highly regulated industries are missing several 

components in their information governance program that are 

necessary to provide adequate, sustainable security, compliance, and 

risk reduction. 

This session:

1. Describes and classifies the missing components

2. Shows how to incorporate them into your program

3. Explains how to implement them in a multi-year roadmap

Escape Now While You Can
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Co-Founder and a Principal Consultant at Doculabs. 

In my 23 years with Doculabs, Iôve consulted for 

organizations in a wide range of industries, including 

financial services, insurance, manufacturing, utilities, and 

government.
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Management Consulting 

Objective

Enterprise Content Management (ECM)



Vision for Compliance
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So How Do You Get There from Here?



You Need a Compliance Program Framework



1.What regulations and standards should we 

comply with?

2.Who is responsible for compliance?

3.What controls should be in place?

4.How do we monitor compliance?

Whatôs the Minimum that a Compliance 

Framework Should Do?



But the Framework Should Do More
1. It must be ñleak proofò for any regulatory audit, litigation, etc.

2. It must explicitly show how it follows the relevant regulations and standards (Federal, 

State, Industry) 

3. It must be fulfillable

4. It must be clearly translatable into a Roadmap

5. It must be easily communicated and understood ïso it must be as simple as possible 

while meeting the other necessary requirements

6. It must be aligned with your other enterprise objectives and initiatives to be effective and 

sustainable

7. Since your organization has other GRC obligations (IS, Legal, Business Continuity), it 

should fit into a general Framework and overall strategy that allows you to align and 

effectively address all such obligations

ï Different, unaligned ñframeworksò and initiatives will fail

ï You should have a single GRC framework into which compliance, IS, and other current and future ñdefensiveò 

programs can fit
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Example #1:  A Compliance Framework?



Example #2:  A Compliance Framework?



Example #3:  A Compliance Framework?



Example #4:  A Compliance Framework?



Example #5:  A Compliance Framework?



The Framework Should Address Roles 

and Regulations



It Should Allow Us to Drill Down in 

a Direct Way
UNIT #1 UNIT #2 UNIT #3 UNIT #4 UNIT #5 UNIT #6

ADA IRS Tax Reporting and 
Filing Guidance

Malpractice LawsCommercial Payor Rules Licensing Board Imposed 
Sanctions

SEC Guidance

Confidential Business 
Information

GAPP, FASB Guidance
Information Requests for 

Legal Investigations

HR RCS ERMD ACCOUNTING /  FINANCE IT OPERATIONS

Stark Law

Governmental Payor Rules

False Claims Act

HIPAA and HITECH Privacy and Security

Anti-Kickback Statutes

Labor Laws

Onboarding Background 
Checks

Sexual Harassment Laws

External Audits

Anti-Kickback Statutes

Anti-Kickback Statutes

Conflicts of Interest, Gifts and Business Courtesies

Scope of Practice 
Requirements

Deficit Reduction Act

άhǘƘŜǊέ wŜƎǳƭŀǘƛƻƴǎ ŀƴŘ {ǘŀƴŘŀǊŘǎ

PCI

Contract Guidelines

SOX

Records Management, Information Requests

SOX

NIST Cyber Security 
Guidance

Business Continuity, 
Disaster Recovery

Onboarding Credentialing 
Requirements

EEOC & Workplace 
Guidelines

ACA ID of Overpayments

Legal Requests & 
Investigations Regarding 

HC Fraud & Abuse
OIG Guidance for 

Continuous Sanction 
Checks

Physical Safeguards 

Administrative 
Safeguards 

Technical Safeguards 

άLƴ-{ŎƻǇŜέ wŜƎǳƭŀǘƛƻƴǎ ŀƴŘ {ǘŀƴŘŀǊŘǎ

This is a healthcare organization example



The Framework Should Address 

Controls and Monitoring

Policies and 
Procedures

Overall Program 
and Framework 

Strategy

Information 
Technology and 

Information 
Management

Processes and 
Operations

Human 
Resources and 

Roles and 
Responsibilities

Physical Assets 
and Environment

Communication 
and Training

Metrics, 
Measurement, 
and Monitoring



Continuous Improvement Should be 

Inherent to the Design



The Compliance Framework



A Simple Outline of the 

Framework Components



1. Overall Program and Framework Strategy

2. Policies and Procedures

3. Processes and Operations

4. IT and Information Management

5. Physical Assets and Environment

6. HR and Roles and Responsibilities

7. Metrics, Measurement and Monitoring

8. Communications and Training

The Primary Framework Components

Information Governance Program Categories

Overall Program and 
Framework Strategy

Physical Assets and 
Environment

Policies and 
Procedures

HR and Roles and 
Responsibilities

Processes and 
Operations

Metrics, 
Measurement, and 

Monitoring

IT and Information 
Management

Communications and 
Training



Four Guiding Principles

Design the Framework to:

1. Align all areas of IG

2. Align IG with your overall organization

3. Directly address all IG requirements

4. Address those requirementsô necessary 

and enabling conditions



Key Elements

Å Comprehensive organizational compliance strategy and roadmap that 
address and align all relevant areas of compliance and risk

Å Strategy and roadmap align with other and overall objectives of the 
organization

Å Compliance program is designed for continuous improvement

Å Strategy and roadmap align with resources (including time, people, and 
money) and failure risk tolerance

Primary Gaps

Å Lack of alignment in IG areas, between IG areas, and between IG and the 
ñoffensiveò strategies and functions (ñthe businessò)

Å No Future State or Roadmap for 
compliance program that 
addresses necessary/enabling 
conditions for compliance

1. Overall Program and Framework Strategy

Information Governance Program Categories

Overall Program and 
Framework Strategy

Physical Assets and 
Environment

Policies and 
Procedures

HR and Roles and 
Responsibilities

Processes and 
Operations

Metrics, 
Measurement, and 

Monitoring

IT and Information 
Management

Communications and 
Training



2. Policies and Procedures
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Key Elements

Å Establishes policy oversight, P&Ps, and efforts to set required standards, 
guidance, and enforcement to meet compliance and risk requirements

Å Includes Code of Conduct and relevant P&Ps

Å Addresses P&Ps relevant to information lifecycle management, including 
Information Security, Information Privacy, Records Management, Email, 
Social Media

Primary Gaps 

Å The scope and coverage of P&Ps are not clear, and they are poorly 
designed for authoring, updating, and implementing

Å Most lack clear ñcrosswalkingò understanding and documentation of all 
relevant regulations and P&PS to identify and address gaps and overlaps

Å Many RM Retention Plans are 
unclear and canôt be effectively 
executed 

Information Governance Program Categories

Overall Program and 
Framework Strategy

Physical Assets and 
Environment

Policies and 
Procedures

HR and Roles and 
Responsibilities

Processes and 
Operations

Metrics, 
Measurement, and 

Monitoring

IT and Information 
Management

Communications and 
Training



3. Processes and Operations
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Key Elements

Å Includes processes relevant to compliance and ILM, from creation and 
ingestion of information through disposition

Å Addresses clear lines of communication, procedure for raising concerns

Å Includes incident management, the response and resolution of compliance 
incidents 

Primary Gaps

Å Lack defined processes for many areas of the information lifecycle, e.g when 
information leaves the control of systems

Å Many have ñpocketsò of well-managed processes -- but these processes are 
inconsistently applied

Information Governance Program Categories

Overall Program and 
Framework Strategy

Physical Assets and 
Environment

Policies and 
Procedures

HR and Roles and 
Responsibilities

Processes and 
Operations

Metrics, 
Measurement, and 

Monitoring

IT and Information 
Management

Communications and 
Training



Understand the Risk and 
Regulatory Environment1

2

3

4

Create and Maintain the 
Requirements Matrix

Perform Compliance Risk 
Assessment

Manage Obligations and 
Implementation
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A Simple Process for Compliance 

Management



4. IT and Information Management
28

Key Elements

Å Architecture strategy, standards, and portfolio for EIM, IG, RM, E-
discovery, and other tools and capabilities

Å Information architecture -- a content taxonomy, records retention schedule, 
and an ESI-repository map

Å Technical security and access control, to restrict access for IS (info 
security)

Primary Gaps

Å Effective approach for managing the system portfolio

Å Some lack an advanced ECM system for high-risk and high value ESI

Å Inconsistencies in content organization between and within departments; 
over-reliance on shared drives 

Å No good ESI-repository map or 
documented understanding of 
where the ESI resides

Å Records retention plan is 
inadequate for ESI 

Information Governance Program Categories

Overall Program and 
Framework Strategy

Physical Assets and 
Environment

Policies and 
Procedures

HR and Roles and 
Responsibilities

Processes and 
Operations

Metrics, 
Measurement, and 

Monitoring

IT and Information 
Management

Communications and 
Training



Information Management Capabilities in a 

Reference Model


